
Spam/Scam Emails!



Nigerian/African Scams

From The Desk Of: Benson Evans, Mr. 

126 Nelson Mandela Crescent, Republic Of South Africa. 

Greetings, You may be surprised to receive my letter. However, I got your contact 
as a result of my desperate desire for assistance. Though this mail is unsolicited, I 
pray you to be humane and consider it. 

I have decided to contact you for confidential, urgent and rewarding joint business. 

My name is BENSON EVANS, I was a Personal Assistant to the Late Democratic 
Republic Of Congo President; LAURENT KABILA, who was assassinated. I am sure 
you must be aware that his son, Joseph Kabila was sworn in as president. This 
news which was reported by most international media including CNN as you can 
see herein: <http://www.cnn.com/2001/WORLD/africa/01/26/congo.kabila/>
<http://www.cnn.com/2001/WORLD/africa/01/16/congo.coup.04/>

I am passionately contacting you based on the need for a trusted and honest 
person, who I can entrust with the sum of US$12,800,000 (Twelve million, eight 
hundred thousand US Dollars). ……..



Legitimate News Link = Credibility



Source of the money: The late president and I secured this money in a security firm, in 
my name before his death. Now that he is late, I want to transfer the money out of the 
security company because of the insecurity of the money, for investment in your country. 

I cannot travel out of South Africa, the country where I am presently on asylum as I have 
not got travel documents to do that for now, hence I am asking for your assistance to 
have this money in your care pending when I will secure travel documents to come over 
to your country. 

If you accept this offer, we shall share the money as follows: 25% for you, and 75% for 
me. I have all the title documents to the fund, which I can transfer to you to enable you 
have assess to the money. Be assured that this is risk-free and legitimate. Please advise 
me on your position immediately and take note that I want this kept very confidential as I 
do not want anyone to know about my where about and the trace of the funds. I await 
your prompt response, as I may be able to access my mails regularly. 

I have an experienced lawyer who will undertake the legal procedure for the transfer of 
the money to you. Please Reply to my E-mail: bensonevans@latinmail.com

Regards. 

Benson Evans. 

Just give your bank details – or cover transfer fee



For sympathetic/greedy/gullible Christians

Dear Beloved in Christ, 

It is by the grace of God that I received Christ,Having known the truth, I had no choice than to 
do what is lawful and right in the sight of God for eternal life and in the sight of man for witness 
of God?s mercy and glory upon my life. 

I am Mrs Melissa Pointer the wife of in the Mr Harry Pointer, my husband worked with the 
Chevron/Texaco in Kenya for twenty years before he died in the year 2001.We were married for 
twenty-seven years without a child. My Husband died after a brief illness that lasted for only 
four days. Before his death we were both born again Christians.

Since his death I decided not to re-marry or get a child outside my matrimonial home which the 
Bible is against. When my late husband was alive he deposited the sum of US $3.5M. (Three 
Million FiveHundred Thousand U.S. Dollars) with a Bank in Europe. 

Presently, this money is still with the Bank and the management just wrote me as the 
beneficiary to come forward to sign for the release of this money or rather issue a letter of 
authorization to somebody to receive it on my behalf if I can not come over. 

Presently, I'm in a hospital in Kenya where I have been undergoing treatment for esophageal 
cancer. I have since lost my ability to talk and my doctors have told me that I have only a few 
weeks to live. 



Once again – Bank details or fee.

It is my last wish to see this money distributed to charity organizations any where in the World.

Because relatives and friends have plundered so much of my wealth since my illness, I cannot 
live with the agony of entrusting this huge responsibility to any of them. 

Please,I beg you in the name of God to help me Stand and collect the Fundsfromthe Bank.I want 
a person that is God fearing that will use this money to fund churches, orphanages and widows 
propagating the word of God and to ensure that the house of God is maintained.

The Bible made us to understand that blessed is the hand that giveth.I took this decision 
because I don't have any child that will inherit this money and my husband relatives are not 
Christians and I don't want my husband's hard earned money to be misused by unbelievers. 

I don't want a situation where this money will be used in an ungodly manner.Hence the reason 
for taking this bold decision. I am not afraid of death hence I know where I am going. I know that 
I am going to be in the bosom of the Lord. Exodus 14 VS 14 says that thelord will fight my 
caseand I shall hold my peace. 

I don't need any telephonecommunication in this regard because of my soundless voice and 
presenceof my husband's relatives around me always.I don't want them to know about this 
development. With God all things are possible. 

As soon as I receive your reply I shall give you the contactof Attorney who is in Europe as he will 
be the one to assist you in layingclaims for this funds. PLESAE RESPOND TO THIS EMAIL 
ADDRESS melissapionter@yahoo.co.in

Yours in Christ, Melissa Pointer. 



Why do they do it? – It works!

Australian head of Nigerian scam defrauded people o f $5m
Sydney
October 31, 2003

Print this article Email to a friend

An Australian pensioner managed to defraud $5 million from unsuspecting victims, 
including a Saudi Arabian sheikh, in a global internet scam, a NSW court was told 
today. 
The alleged Australian head of the so-called Nigerian or West African scam, Sydney 
resident Nick Marinellis, made a brief appearance in the Dubbo Local Court today. 
The 39-year-old father of two was arrested yesterday during a raid on his Nyngan
"holiday home". 
Facts tendered to the court today revealed police investigations began on February 26 
this year after a complaint from the Hungarian Consulate that a "Dr Nick Marinellis" had 
called requiring $US2,500 ($A3,560). 
The scam involved the distribution of spam emails which conned people into believing 
they could claim millions of dollars through lottery winnings, an inheritance or a business 
opportunity if they first sent off money for "expenses". 
Marinellis used a number of aliases, including Tim Webster and Alan Jones, to scam a 
Japanese national, the police statement of facts alleged. 



Only 0.01% need to respond.

5 Million emails.

0.01% of 5 million is 500

Steal an average of $1000 per person.

That’s $500 000 for no outlay of money.



Banking Scams. - Basic



More sophisticated – Logo and artwork.



More sophisticated – Logo and artwork.



Spot the real Citibank



Would you fall for this?



Legitimate links, privacy policies, advice.

Legitimate 
Paypal link

Legitimate 
Security 
Warning

Link to criminals website
http://194.27.128.98/deneme/.secured/cg

i-bin/login.html



Rules of Thumb �

� Sceptical is Safe.

� If its too good to be true ….it is.

� Banks will never ask you to fill out personal details from 
email.

� Be extremely cautious of all and any “free” offers.

� Never reply to a scam mail.

� If unsure do nothing.  

� Do a google search on subject line.

� Guard your privacy at all costs.



Spy Ware, Mal Ware Pop ups. 

Advertising Spyware
Stealth advertising components that are installed by some "shareware" 
products (and sometimes, legitimately purchased commercial software) 
and may collect personal information from your computer. These 
"adbots" are usually tied to a dodgy shareware program you have 
installed.

Spyware
Stealth components and background processes that may violate your 
privacy or expose your computer to attack.

Homepage Hijackers
Once one of these nasty ad-trojans worms onto your system, it will 
constantly reset your homepage (and maybe Search, etc.) to where they 
want you to go. You can't change it back!



Other Adware
Typically not hazardous, just annoying. These programs have bait-and-
switched customers into viewing annoying blinky advertisements on the 
program's main window.

Foistware (Everything-installs-it-can't-get-rid-of-i t)
Unwanted application programs that come along, trojan-style, with 
completely unrelated software. Usually because some jerk is getting paid 
to foist it on your system whether you want it or not. Since they tag along 
with so many different pieces of third-party software, it is not uncommon to 
get re-infected with these foistware products again and again.

Trojan Horses
Programs for the specific purpose of violating your privacy, stealing data, 
taking over or trashing your computer.

The Great Unknown
Some generally bad-behaving software whose purpose and motive are not 
clear..

Spy Ware, Mal Ware Pop ups. 



.

http://www.realestate.com.au/cgibin/rsearch?a=redirect&o=RNAV_St_George&to=     
http://www.stgeorge.com.au/loans/home/promo.asp

Take Me to St George Bank Web Page.

http://www.realestate.com.au/cgibin/rsearch?a=redirect&o=ADAVSOL_text&to=http://ad.
au.doubleclick.net/clk%3B6069029%3B8120881%3Bl?http://www.avjennings.com.au

Take me to AV Jennings, before you open the page, make sure the 
http://ad.au.doubleclick advertising banner is loaded.

.



http://sharewarejunkies.com:8888/adrevolver/href?place=6&banner=107/   Install 
something really nasty on this pc/ http://www.1-more-webcam.com/

.



Spyware Removal Tools.

www.download.com – search for Ad aware or Spy bot



Spyware Removal tools.



Nothing in life is FREE!!!



Always check the Privacy Policy.

YOU UNDERSTAND THAT SMS.AC MAY MODIFY SERVICES AT ANY TIME AND 
THAT SMS.AC SPECIFICALLY RESERVES THE RIGHT FROM TIME TO TIME 
TO ALTER THE NUMBER OF FREE MESSAGES AND OTHER FREE SERVICES 
OR ELIMINATE ANY OR ALL FREE OFFERINGS ENTIRELY AT ITS SOLE 
DISCRETION, WITH OR WITHOUT NOTIFICATION. PLEASE CHECK BACK 
OFTEN TO UNDERSTAND THE LATEST AND CURRENT OFFERINGS. 

You agree to grant SMS.ac a non-exclusive, worldwide, perpetual, irrevocable, 
royalty-free, sublicenseable (through multiple tiers), right to exercise the copyright 
and publicity rights you have to your Registration Data and any information you 
provide to SMS.ac or other users within publicly accessible areas of the Service or
through the messaging service ("Your Information"), in any media now known or not 
currently known. 

Please be aware that SMS.ac has created certain areas on the Service that contain 
adult or mature content. You must be at least 18 years of age to access and view 
such areas. 



Your Private Info is worth Money.

Evidence call centres sell personal financial record s
Monday, 15 August , 2005 08:20:00

Reporter: Paula Kruger
TONY EASTLEY: Questions are again being raised over just how secure personal 
financial records are in the hands of workers in Indian call centres.

Last June, Britain's Sun newspaper revealed it had bought the bank details of 
1,000 Britons for just $7 each.

ABC TV's Four Corners tonight reports it was also offered confidential information, 
this time on 1,000 Australians whose personal details were held by companies 
using a call centre based in New Delhi.

Paula Kruger reports, the personal details offered went beyond credit card 
numbers and included birth certificate details as well as drivers licenses and 
passport numbers.

PAULA KRUGER: Those names had a price tag of $10 each. Four Corners did 
not go ahead with the purchase but a sample of identifications included the 
personal details of Diane and Keith Poole.



Online Trading Scams.

I nterested to buy 50 units of memory ram DDR 512 PC 
3200.please calculate all total cost for 50 units ,3 units BenQ 15" 
FP537s LCD BLACK MONITOR BRAND NEW plus shipping 
cost to send the goods at singapore country. let me know soon 
then we can go transaction.do you have merchant account to 
process my credit card directly without using paypal . I just give 
you my credit card information and you can run my credit card 
through your merchant and send it until payment has gone 
through or money in to your acount.I give you 5% for handling 
my credit card. let me know 

Tomy Chung

$16,500 Total



Faxed Credit Card



� Nothing on line is free.

� You pay in advertising, privacy, annoyance, theft.

� Any Offer requiring your email address wants to Spam you

� Any offer requiring your address and phone number wants 
to make money from your private details.

� Before giving ANY private information on line, check the 
privacy policy, if there is none. Don’t fill it in.

� Always create an email account to use only when procuring 
software or services. This keeps your private email for 
friends only.

Rules of Thumb �



Your Computer + The Internet.

CasinoCasino

VCR DVDVCR DVD

CinemaCinemaTVTV Music libraryMusic library

Pornography

Rape Bestiality

Nudity

Vulgarity

Murder

Chat

Drugs

Sex

Group GamesGroup Games

Its not a baby sitter, it isn't a game, it can dest roy your fami ly.

Take it seriously and take action.

Sport E-Mail.

Education

Bank



We have been motivated by these issues to form WebShield, not just to 
find a solution to the problem, but to customize it to the specific needs 
and sensitivities of individual schools, families and businesses.

At WebShield we have a tailored solution which is far more effective 
than anything else on the market. 

Our Aim is to give our customers the power to exercise their own
conscience with regard to how much or how little of the Internet they 
would like access too.

Introducing Webshield





Webshield can control every packet of data on the Internet.

Webshield can on a per user basis:

•Block or Pass up to 72 different Categories.

•Block or Pass individual sites.

•Block or Pass communication ports (65 536).

•Limit the Internet to as many sites that are needed and block the rest.

•Recognise Specific types of Data (Chat, Peer to peer) and block or pass.

•Filter on the basis of time or groups.

•Latest Technology combined with human analysis to produce the most 
comprehensive filtering package in the world.

Webshield Filtering Options.



Webshield Filtering Options.

There are over 65536 
communication ports on the 

Internet. Only 5 are essential. 
Webshield can block any 

combination on a per user basis

Webshield can discriminate 
between different types of 
data regardless of the port 
used, and block or pass.

Webshield can block or pass up 
to 72 categories, search words, 

individual sites or custom 
libraries and filter using white 

list or black list. 

Standard Ports.

P2P Ports

Virus Ports.

Chat ports.

http

ftp
mail

https

Port 
Filter

Layer 7 
Data 
Filter

Blocks 
hostile data 
on standard 

ports.

Content 
Filter.

72 categories 
filters url, and 
search word.



3 stage protection.

Stage 1

A fake email is generated and deliberately given to spammers.

Our system is flooded with Spam E-Mails educating the Bayesian Filter.

Stage 2

All E-mails which manifest Spam characteristics are sent to a verification box.

Any legitimate emails are forwarded on to the Customer.

Stage 3

All E-mails sent out by our customers are automatically added to the white 
list.

Result:  Virtually no Offensive Spam Mail clogging your inbox.

The Webshield Bayesian Spam filter.



•We are using an active system which is currently rated as the best in the 
World.

•This service operates on a Black List Principle.

•There are approximately 30 million sites on the Black list. 

•Every 24 hours this list is updated.

•This allows people open access to the Internet yet minimizes the
possibility of accessing obscene material.

•There are 78 different categories which can be blocked.

Our default endeavours to provide maximum protection for minimum
inconvenience.

The Blocking Service.



Helps and Resources. Helps and Resources. 

We must Educate, Educate, Educate about the dangers of the 
Internet.

Parents need to be made aware of simple tips

Do not leave your Children on the Internet unsupervised.

Do not give your children Internet access in their bedroom.

Leave the Computer in an exposed area of the house.

Lock the computer before going to bed at night.

http://www.netalert.com.au/ Internet safety Advisory Body

http://internet-filter-review.toptenreviews.com/ Content filters and statistics.

http://www.webshield.net.au/ Australia's first Content Filtered ISP.

http://www.e-safety.org.au/ SA Based Internet safety resources

Helpful Links.


